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Authentication (2) with JWT



API Revision

1)Create new API project.

2) Import the necessary Modules

3) Create a simple “Hello World” route.

4) Test the API to be working.

5) Connect to database.



Passport (Revision)



About JWT

JWT (JSON Web Tokens) is a very simple and secure authentication’s strategy for REST 

APIs. 

It is an open standard for web authentications and is totally based in JSON token’s 

requests between client and server. 



Authentication flow

1. Client makes a request once by sending their login credentials and password;
2. Server validates the credentials and, if everything is right, it returns to the client a 

JSON with a token that encodes data from a user logged into the system;
3. Client, after receiving this token, can store it the way it wants, whether via 

LocalStorage, Cookie or other client-side storage mechanisms;
4. Every time the client accesses a route that requires authentication, it will only send 

this token to the API to authenticate and release consumption data;
5. Server always validate this token to allow or block a customer request.



About JWT : Refer JWT.io



Passport Revision

1)Create new User Object Model. In addition, add User group , eg: Admin, User

2) Create API for register and authenticate.

3) Add methods for password encyption and comparePassword in User model.

4) Test the API



Passport config file.

1)Create a config file, config.js with following information:



Auth.js

var JwtStrategy = require('passport-jwt').Strategy;  

var ExtractJwt = require('passport-jwt').ExtractJwt;  

var User = require('./user.js');  

var config = require('./config.js');

var passport = require('passport');

var params = {  

    secretOrKey: config.secret,

    jwtFromRequest: ExtractJwt.fromAuthHeaderAsBearerToken()

};



Auth.js (2)
module.exports = function() {  
    var strategy = new JwtStrategy(params, function(payload, done) {
       User.findOne({id: payload.id}, function(err, user) {
      if (err) {
        return done(err, false);
      }
      if (user) {
        done(null, user);
      } else {
        done(null, false);
      }
    });
    });
    passport.use(strategy);
    return {
        initialize: function() {
            return passport.initialize();
        },
        authenticate: function() {
            return passport.authenticate("jwt",  {
        session: false
    });
        }
    };
};



Change login/authenticate to follows:



Add to route:



Test the API : Authenticate



Test the API : Authenticate



Revision : Call the API

Use app and Web to call the API. It should have:

1) Login page

2) Second page where API call will have list of users.

3) List of users can only be shown with Authenticated user.


